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Art Unit: 3694 

DETAILED ACTION 

Status of the Claims 

1 . This office action is in response to the amendments submitted by the 
applicants on 2/9/2010. 

• Claims 1-5, 9, 14 are cancelled. 

• Claims 6, 11 are amended. 

• Claims 6-8, 10-13, 15-20 are pending in the application. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, including the 
fee set forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since 
this application is eligible for continued examination under 37 CFR 1.114, and the fee 
set forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office 
action has been withdrawn pursuant to 37 CFR 1 .1 14. Applicant's submission filed on 
2/9/2010 has been entered. 

Information Disclosure Statement 

3. The applicant refers to numerous references in the specification, for 
example, "Bruce Schneier, Angewandte Kryptographie, [applied Cryptography], Wiley, 
1996" on page 3 lines 12-14. 

The listing of references in the specification is not a proper information 
disclosure statement. 37 CFR 1 .98(b) requires a list of all patents, publications, or other 
information submitted for consideration by the Office, and MPEP § 609.04(a) states, 
"the list may not be incorporated into the specification but must be submitted in a 



Application/Control Number: 09/830,784 Page 3 

Art Unit: 3694 

separate paper." Therefore, unless the references have been cited by the examiner on 
form PTO-892, they have not been considered. 



Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 



5. Claims 6-8, 10-13,15-17, 19, 20 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Mean (Meandzija, US Patent No. 6,170,005)in view of Chaney 
(WO 96/07267) and further in view of Hayes (US Patent No. 6,295,448). 

Re claim 6: Mean discloses: 
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controlling a right-of-access by a customer through a service center, in response 
to a request from the service provider to the service center, using the specifically 
assigned EMM clearing signal by performing: 

(ii.) a direct clearing operation by sending the specifically assigned EMM 
clearing signal from the service center, with an assistance of a data transmission 
service in a digital broadcasting service. 

("The method allows a management entity component, such as a computer 
workstation operated at a control center, to coordinate the actions of different agent 
components, such as hardware used at the headend or uplink site of a television 
network. In particular, the agent components may be hardware (e.g., including firmware 
and software) used to provide conditional access to a television signal. ")-see col. 2 lines 
44-51 and ("the output mux 280 may be an MPEG transport stream which includes 
various other types of data. . .The output of the scrambler 285 comprises CA data that is 
subsequently transmitted to an end user, e.g., via CATV network or digital satellite 
broadcast network. The synchronizer 270 times the multiplexing of the private data 
from component 230, EMMs from component 240, ECMs from component 220, and 
control words from component 275...")-see col. 15 line 64-col. 16 line 25, also see 
cols. 3-4; 

Although Mean discloses conditional access -see cols. 1-4, and EMMs 
appended to various programming services to authorize the decoders to receive 
particular programming services-see col. 15 lines 46-53, Mean does not explicitly 
disclose the assignment of the EMM clearing signal to the security module (smart card). 
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Chaney however, teaches ("Entitlement management involves modifying information 
stored in the card that specifies the card owner's entitlements ...The processor adds 
and deletes entitlements in response to entitlement information in entitlement 
management messages (EMM) that are included in the input signal. ..")-see pg. 2 lines 
1 1-21 , and pages 5-6. Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Mean to include 
adding/deleting entitlements via EMMs that are included in the input signal and stored in 
a "smart card" as was taught by Chaney in order to store information relating to the 
limited access to programs on pay-TV systems. 

Mean and Chaney do not specifically disclose an approximate location of the 
querying customer is found with the assistance of at least one of a digital cellular 
network and a mobile telephony network. Hayes however, teaches ("In this 
embodiment of the present invention, the communication path and the communication 
format are initially assigned to the mobile telephone(s) 100 and the device(s) 110 either 
by preprogramming according to the fixed assignment described in FIG. 1 and FIG. 2 or 
by assignment from the mobile telephone system 120... The selection can be based on 
any criteria including, but not limited to, the time of day, day of the week or geographic 
location of the mobile telephone(s) or other device(s)..."). -see col. 9 line 62-col. 10 line 
1 1 . Also, see col. 8 lines 24-52, cols. 2,5, FIGs. 2-8. It would have been obvious to one 
having ordinary skill in the art at the time the invention was made to modify Mean and 
Chaney to include determining the geographic location of the mobile telephone as was 
taught by Hayes in order to effectuate unidirectional and bidirectional communication 
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directly between a mobile telephone and another device such as entertainment 
equipment interfaces. 

Mean discloses the specifically assigned EMM clearing signal for clearing the 
querying customer is only routed into a digital broadcasting network ("At least one of the 
first and second agent components may be a conditional access agent component for 
inserting conditional access data, such as EMMs and ECMs, into the digital broadcast 
stream. ")-see col. 4 lines 11-14, and col. 2 line 65-col.3 line 2. 

Mean and Chaney do not specifically disclose in which the querying customer is 
situated at a time of a call and ordering of the specifically assigned EMM clearing signal. 
Hayes discloses the identification of the cellular phone location and time of day as 
shown above, and Hayes discloses determining a communication path and 
communication format to be assigned to the mobile telephone and the device. 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
the invention was made to specifically assign an EMM clearing signal as shown by 
Mean to the communication path and format to be assigned as shown by Hayes in order 
to initiate communication directly between the mobile telephone and the other device. 

Re claim 7: Mean does not disclose: 

wherein an electronically stored, service-specific credit balance is allocatable in 
monetary units to the security module. 

Chaney however teaches ("A card is issued to a user with initial entitlement 
information stored... Entitlement information may include data identifying the user and 
data specifying the scope of initial access entitlement (e.g., duration and/or specific 
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programs the user has paid for)... EMM includes information indicating subscription 
(long term access) and pay-per-view (single program access) services that the user has 
paid for.")-see p. 5 line 29- p. 6 line 10. It would have been obvious to one having 
ordinary skill in the art at the time the invention was made to modify Mean to include 
storing data on the smart card relating to programs that have been paid for by the user 
in order to determine if the user paid for a service and therefore has access to that 
service. 

Re claim 8: Mean discloses: 
wherein in the indirect clearing operation of the security module of a querying 
customer, the data transmission service is provided by one of a fixed-line modem, a 
Global System for Mobile Communications (GSM) modem and a GSM-service 
Management System (GSM-SMS) modem, -see ("modem")-col. 16 lines 47-56. 

Re claim 10: Mean discloses: 

wherein the chargeable service includes at least one of a pay TV service, a 
digital radio broadcasting service, a digital video broadcasting service, a service of a 
Society for Worldwide Interbank Financial Telecommunications and a video-on-demand 
service, -see col. 2 lines 52-55, col.4 lines 11-14. 

Re claims 11-13, 15: Further a system would have been necessary to perform 
the method of previously rejected claims 6-8, 10 and are therefore rejected using the 
same art and rationale. 

Re Claim 16 has similar limitations found in claims 1 and 7 in combination, and 
therefore is rejected by the same art and rationale. 
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Re Claim 17 has similar limitations found in claim 8 above, and therefore is 
rejected by the same art and rationale. 

Re claims 19, 20: Mean discloses wherein the chargeable service includes pay 
TV service (CATV network (acronym for cable television) or satellite network) and digital 
video broadcast service-see col. 2 in particular lines 51-64. 

6. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mean in view of Chaney in view of Hayes as applied to claim 1 6 above, and further in 
view of SWIFT ("SWIFT Rolls Out Security Package". Banking World . London; Mar 
1994. Vol. 12, Iss. 3; pg. 31, 2 pages). 

Re claim 18: Mean, Chaney and Hayes do not explicitly disclose that the 
chargeable service is a service of a Society for Worldwide Interbank Financial 
Telecommunications (SWIFT). SWIFT however, teaches a smart card system installed 
by SWIFT.(pg. 1 ). It would have been obvious to one having ordinary skill in the art at 
the time the invention was made to modify Mean, Chaney and Hayes to explicitly state 
that the chargeable service includes the services offered by SWIFT (Society for 
Worldwide Interbank Financial Telecommunications) as taught by SWIFT in order to 
guarantee through the use of smart cards, the identity of the sender and remove the 
need for secret information to be sent through post. 
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Response to Arguments 

7. Applicant's arguments filed 2/9/2010 have been fully considered but they 
are not persuasive. 

In response to the applicant's suggestion that Meandzija and Chaney do not 
teach or suggest the security focus. Meandzija disclose conditional access such as 
private data, entitlement management messages (EMM), program-specific information 
and entitlement control messages with the transmitted programming in col. 2 lines 56- 
67. Furthermore, Meandzija disclose that an EMM may include cryptographic keys 
such as group keys which are used by a decoder to decode an encrypted television 
signal in col. 15 lines 46-60. Chaney teaches "The IC in a smart card processes data 
such as security control information as part of an access control protocol." - page 2, 
lines 1-2. Chaney further teaches "entitlement information may include data identifying 
the user and data specifying the scope of initial access entitlement...") page 5 lines 33- 
35; "accesses control related processing within smart card 180, security related data 
such as key data does not have to be transferred out of a smart card 190. As a result, 
security is improved significantly..." page 20 lines 23-32. 

Regarding the argument that neither the Hayes reference nor the Swift reference 
teach or suggest the specifically assigned EMM clearing signal for clearing the querying 
customer which is only routed into a digital broadcasting network in which the querying 
customer is situated at a time of a call and ordering of the specifically assigned EMM 
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clearing signal, one cannot show nonobviousness by attacking references individually 
where the rejections are based on combinations of references . See In re Keller, 642 
F.2d 413, 208 USPQ 871 (CCPA 1 981 ); In re Merck & Co., 800 F.2d 1 091 , 231 
USPQ 375 (Fed.Cir. 1986). 

Furthermore, as indicated in the office action, Meandzija discloses the 
specifically assigned EMM clearing signal for clearing the querying customer which is 
only routed into a digital broadcasting network in col.4 lines 11-14 and col. 2 line 65 to 
col. 3 line 2. 

The Hayes reference discloses the identification of the cellular phone location 
and time of day, and determining a communication path and communication format to 
be assigned to the mobile telephone and the device. 

In response to the argument that Swift does not teach controlling right-of access 
using the specifically assigned clearing signal by performing as described in the claim, 
the Swift reference was relied upon to disclose the introduction of smart cards 
guaranteeing the identity of the sender and removing the need for secret information to 
be sent through the mail regarding interbank financial telecommunications. The Swift 
reference further disclose smart card readers for authentication and access. 

Conclusion 

8. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

US Patent No. 7,043,020 (Maillard et al.)- cited for dynamic creation (and 
removal) of zones in the smartcard allows for the rights afforded to the subscriber by 
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means of the smartcard to be changed easily and quickly by, for example, EMMs 
(Entitlement Management Messages) which are periodically transmitted by the 
broadcaster, received by the receiver/decoder and passed to the smartcard 

US Patent No. 5,901 ,339 (Saito) -cited for pay broadcasting system and the use 
of IC card, memory card, etc. 

US Patent No. 5,852,290 (Chaney)-Smart-card based access control system with 
improved security. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Elda Milef whose telephone number is (571)272-8124. 
The examiner can normally be reached on Monday -Friday 9:00 am to 5:00 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James P. Trammell can be reached on (571)272-6712. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Elda Milef/ 

Examiner, Art Unit 3694 

*** 



